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ABSTRACT 

 
This dissertation addresses the critical need for cybersecurity in digitized healthcare by developing a cybersecurity 
system tailored for Online Adaptive Barangay Health Services Centers (OABHSCs) in the Philippines. The 
proposed system is designed to secure sensitive patient data while enhancing healthcare accessibility in local 
communities. Integrating advanced measures such as encryption, access control, and mutual Transport Layer 
Security (mTLS), the system addresses vulnerabilities in both data-at-rest and data-in-transit. 
 
Using the NIST Cybersecurity Framework, the study applies a multi-layered approach combining proactive and 
reactive strategies. The system leverages vulnerability assessments, penetration testing, and compliance with 
local regulations such as the Data Privacy Act (RA 10173). The study demonstrates the adaptability of the system 
across barangays with varying resources and infrastructures, ensuring consistency with Department of Health 
standards. 
 
Results indicate that the cybersecurity system significantly improves data protection, enhances user trust, and 
promotes operational efficiency within barangay health centers. The findings offer a scalable model for broader 
implementation, providing a foundation for future enhancements in community healthcare cybersecurity. 
 
Keywords: Cybersecurity, Barangay Health Information System, Patient Data Protection, Adaptive Systems, 
Community Healthcare. 
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1. INTRODUCTION 
The digital transformation of healthcare services 

has brought unprecedented convenience but 

also significant cybersecurity challenges. In the 

Philippines, Barangay Health Services Centers 

play a vital role in delivering primary healthcare 

to local communities, including those in remote 

and underserved areas. The integration of online 

platforms, such as the Online Adaptive Barangay 

Health Services Centers (OABHSCs), seeks to 

enhance access to healthcare services, yet 

exposes sensitive patient data to cyber threats. 

Recent incidents, such as the 2023 PhilHealth 

ransomware attack, highlight vulnerabilities in 

the healthcare sector, underscoring the urgent 

need for robust cybersecurity measures. 

 
Guided by the NIST Cybersecurity Framework, 

this study aims to develop a tailored 

cybersecurity system that ensures the 

confidentiality, integrity, and availability of patient 

data in barangay health centers. The system 

leverages advanced security protocols, including 

data encryption, role-based access control, and 

mutual Transport Layer Security (mTLS), to 

address vulnerabilities in data-at-rest and data- 

in-transit. Additionally, it aligns with the principles 

of the Data Privacy Act (RA 10173), ensuring 

compliance with local regulatory standards. 

 
The primary objective of this research is to 

design, implement, and assess a cybersecurity 

system that addresses the specific challenges 

faced by OABHSCs. By safeguarding sensitive 

data and enhancing system reliability, the project 

aims to build trust among healthcare providers 

and patients, ultimately improving service 

delivery. This study contributes to the broader 

goal of fortifying the Philippines’ digital 

healthcare infrastructure against evolving cyber 

threats while ensuring accessibility and 

scalability. 

 
2. IMPLEMENTATION METHOD 

 
The implementation of the cybersecurity system 

for Online Adaptive Barangay Health Services 

Centers (OABHSCs) follows a systematic 

approach to ensure secure and efficient 

healthcare services. Initially, a comprehensive 

analysis of system requirements is conducted 

through interviews with barangay health workers, 

local officials, and IT professionals to identify 

existing cybersecurity challenges and operational 

needs. Relevant laws and standards, such as the 

Data Privacy Act (RA 10173), are reviewed to 

ensure compliance. Based on the findings, the 

system is designed using the NIST Cybersecurity 

Framework, incorporating critical features such as 

Advanced Encryption Standard (AES) for data 

encryption, mutual Transport Layer Security 

(mTLS) for secure communication, and Role- 

Based Access Control (RBAC) for user 

management. Agile methodology is employed 

during development to allow iterative testing and 

refinement. 

 
The system is first piloted in selected barangays, 

such as Barangay Guitnang Bayan 1 and 

Barangay Sta. Ana, with training sessions 

provided to barangay health workers to ensure 

smooth operations and adherence to data privacy 

protocols. Rigorous vulnerability assessments and 

penetration testing (VAPT) are performed using 

tools like Spiderfoot and Nmap to identify and 

address weaknesses, simulating real-world cyber- 

attacks to evaluate system resilience. Following 

the pilot phase, the system is deployed in 

additional barangays, with adaptability ensured to 

accommodate varying resources and 

infrastructures. Monitoring mechanisms are 

established to track performance, detect potential 

threats, and maintain data integrity. 

 
Continuous improvement is emphasized through 

regular feedback collection from users and 

administrators, ensuring the system evolves with 

emerging threats and technological 

advancements. Comprehensive documentation, 

including user manuals and technical 

specifications, supports scalability, enabling 

broader implementation across other barangays 

with minimal customization. This structured 

implementation approach ensures secure, 

reliable, and scalable healthcare services for local 

communities. 

 

 
3. RESULTS AND DISCUSSION 

The implementation of the cybersecurity system 
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for Online Adaptive Barangay Health Services 

Centers (OABHSCs) demonstrated significant 

improvements in the security and efficiency of 

local healthcare services. Vulnerability 

assessments and penetration testing (VAPT) 

revealed critical gaps in the pre-existing systems, 

such as weak data encryption, outdated 

software, and limited access controls. These 

vulnerabilities were addressed through the 

integration of Advanced Encryption Standard 

(AES) for securing data-at-rest and mutual 

Transport Layer Security (mTLS) for 

safeguarding data-in-transit. Role-Based Access 

Control (RBAC) enhanced system access 

management, ensuring that only authorized 

personnel could interact with sensitive patient 

data. 

 
During the pilot phase in Barangay Guitnang 

Bayan 1 and Barangay Sta. Ana, the system’s 

adaptability and functionality were validated. 

Training sessions conducted with barangay 

health workers improved user proficiency, 

resulting in a 40% reduction in errors related to 

data entry and patient record retrieval. 

Furthermore, the inclusion of features such as 

secure patient registration, encrypted data 

storage, and scheduled consultation tracking 

contributed to an overall increase in operational 

efficiency. 

 
Feedback from users highlighted improved 

confidence in the security of their data, with 95% 

of respondents indicating trust in the system’s 

ability to protect sensitive information. The 

system’s monitoring tools successfully detected 

and mitigated attempted cyber intrusions during 

the testing phase, confirming its resilience 

against evolving threats. Additionally, the use of 

the NIST Cybersecurity Framework ensured 

comprehensive coverage of all cybersecurity 

functions, including threat detection and 

response. 

 
The  results  underscore  the  feasibility  and 

effectiveness of a tailored cybersecurity system for 

community healthcare settings. By addressing the 

unique challenges faced by barangay health 

centers, the system sets a scalable and replicable 

model for improving healthcare security and 

service delivery across the Philippines. 

This study demonstrates that robust 

cybersecurity measures not only protect patient 

data but also enhance trust and efficiency within 

local health services. 

4. CONCLUSION 

This study successfully developed and 

implemented a tailored cybersecurity system for 

Online Adaptive Barangay Health Services 

Centers (OABHSCs) in the Philippines, 

addressing critical vulnerabilities in data security 

and operational efficiency. By leveraging 

advanced cybersecurity measures such as 

Advanced Encryption Standard (AES), mutual 

Transport Layer Security (mTLS), and Role- 

Based Access Control (RBAC), the system 

ensured the confidentiality, integrity, and 

availability of sensitive patient data. The NIST 

Cybersecurity Framework provided a robust 

foundation for the system's design, ensuring 

comprehensive protection across all 

cybersecurity functions. 

 
The pilot implementation in Barangay Guitnang 

Bayan 1 and Barangay Sta. Ana validated the 

system's adaptability and effectiveness, leading 

to measurable improvements in operational 

efficiency and user confidence. Feedback from 

healthcare workers and administrators 

highlighted the system's ease of use, enhanced 

security, and its positive impact on trust and 

efficiency in healthcare service delivery. The 

system's ability to detect and mitigate real-time 

cyber threats further underscored its resilience 

and reliability. 

 
This research demonstrates that a tailored 

cybersecurity solution can effectively address 

the unique challenges faced by local healthcare 

centers in the Philippines, providing a scalable 

model for other barangays and similar settings. 

Beyond securing patient data, the system fosters 

trust between patients and healthcare providers, 

laying the groundwork for broader adoption of 
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digital health solutions in community 

healthcare. Future work should focus on scaling 

the system to additional barangays, continuous 

system updates to address evolving threats, 

and exploring integrations with other healthcare 

technologies to further enhance service 

delivery and security. 
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